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ABSTRACT
In this paper we propose ICE, an Integrated Comprehension
Environment, designed to facilitate advanced binary analy-
sis through an extensible framework. ICE makes extensive
use of modules and a flexible intermediate representation to
enable seamless integration of instruction set architectures,
platforms, and analysis techniques.

Categories and Subject Descriptors
D.2.4 [Software]: Software Engineering—Software/Program
Verification

General Terms
Security, Verification
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1. PROPOSAL: THE ICE FRAMEWORK
A commonality of modern binary analysis frameworks,

such as IDA Pro and BitBlaze [3], is that they are all de-
pendent on the accuracy and extensibility of an intermediate
language (IL). Consequently, any error in the IL is propa-
gated throughout the framework resulting in an incorrect
analysis. Furthermore, the inclusion of new instruction set
architectures (ISAs), platforms, and analysis techniques is
limited by the capabilities of the IL.

For example, REIL [2] introduces inaccuracies into the
analysis by replacing unknown native instructions with a
variant of the NOP instruction. Moreover, due to its limited
instruction set REIL requires a large number of instructions
to model a single native instruction.
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To combat the extensibility issues and flaws associated
with exclusive use of ILs, we propose an Integrated Com-
prehension Environment (ICE). In order to provide the ro-
bustness and extensibility required by an advanced binary
analysis framework ICE utilizes a layered design, makes ex-
tensive use of modules, and employs a flexible intermediate
representation (IR). At the base of the framework is the
Platform Substrate, it encapsulates platform specific details
in a platform independent interface. On top of the Plat-
form Substrate is the ICE Core which provides facilities to
manage the analysis and ISA modules. Finally, the ICE
Bridge provides a normalized interface between the analysis
and ISA modules. In order to create this interface, the ICE
Bridge uses the ICE IR which is based on a series of APIs
exported by the modules and ICE Core.

To date we have developed Tracks [1], a proof-of-concept
tool that leverages information provided by a plug-in built
on top of IDA Pro to enable advanced analysis within an
Eclipse plug-in. The Tracks protocol, used between Tracks
and the debugger, supports transmission of information about
system calls to external modules, allows concurrent analysis
on multiple executables, and provides navigation cues. It is
important to note that the Tracks protocol decouples Tracks
from IDA Pro so that the same functionality can easily be
achieved with other debuggers.

In this paper we have identified extensibility as a key re-
quirement for an advanced binary analysis framework and
presented ICE, a binary analysis framework that allows seam-
less integration of ISAs, platforms, and analysis techniques.
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